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Abstract

We propose a test of consistency for two differentially private histograms using parametric bootstrap. The test
can be applied when the original raw histograms are not available but only the differentially private histograms
and the privacy level a are available. We also extend the test for the case where the privacy levels are different
for different histograms. The resident population data of Korea and U.S in year 2020 are used to demonstrate the
efficacy of the proposed test procedure. The proposed test controls the type I error rate at the nominal level and
has a high power, while a conventional test procedure fails. While the differential privacy framework formally
controls the risk of privacy leakage, the utility of such framework is questionable. This work also suggests that
the power of a carefully designed test may be a viable measure of utility.
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for C; ~ Multinomial (N, p1), C, ~ Multinomial (N, p,).
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AR7HA(null hypothesis) Sell A 7017 A BAFE TAHOE ARE M - 19] 7ol F BEE
e e, § SAEIRY FAY AL FolA S AEIRES Agotel ABEAFS ANT ¥
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Park =, 2018).
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i -2 7| 220 2 S| AR O] Egrof SFEEtA IS HUlote ‘wwh W] sttt 23 d =
F7FUE ZAAY Lo 2 Aigte] & 257 Haiile Wl A5 AR ES S| AETHO b7t S47 E 5
St o] A 5o =45 002 A sh= o] ‘HAH wek S| AE T Hiyo|H ofefjel Zo] Z@EHT

<e*x~1l+a forallS Crange(K).

e
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X =max(0.0,+2) 2 ~Lap (2], =1 e

@
C=(Cy,....Cx)', X=(X1,....Xy) €R™,

A7) €, = PR B AEIRO] AR T £4E, X ASARRST 5| A T iR £45
ojulgtt}. /= A7hE epSebs 2H-2-g ofu] gt Wasserman} Zhou (2010)= o] HPS 285 5] A% 138
o] 91o]0] o] thate] a-AF 5 AR RS 2Rl SWTt T hBebs g thAlo] 7194 Gaussian)
e AT 25 9t (Dwork 5, 2006ab). T2}, B ok ARE T 522 (a,0) AEHHHTE 5}7]
A5 A 712 A0 - 0] Bato] o AR T E 95 AR TE dhEahs o] Bttt o 3]
TRl A5 HEE T 2o §-840] B tob|7] Hrk (Gaboardi 5, 2016). 1 =Eo A o] Fo AH5H R
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Figure 1: Original and Differentially private histograms.

T )

. Dist. Of
Generate Histograms Laplace Test Test
from Multi(5050, po) error Statistic statistic

Figure 2: Framework to check the distribution of test statistic of the traditional chi-square test.
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Figure 3: Null distributions of test statistics.
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41.012% 1z

= =wolA AAstaat st 7MY AE A o2 s M-S A5 sl Argete A AEE st

W thet 2t

Hy:pi=p» vs Hi:p1#p (2.2)
for C; ~ Multinomial (N, p;), C, ~ Multinomial (N, p,) .
2 M
(Cy = Ey)? Ni(Cy; + C))
2 j J J j
- U where By =~ 2.
X ; ; £, where 1 N+ 2.3)

o] A4 shfA o] EA
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AR AL A FolA e

[S =iy

2
X,-jzmaX{O,C,-j+Z,-j}, Z,-j~Lap(—), i=1,2, j=1,...,M. (24)

@

X;=Xi,..., X)) eRM, i=1,2.

ol2|gt 7HY sto|A & =l A Aghstal = 243 REAERS o] 83t A W o] 2+ oy
T Aok WA, Fol AFHEE T 2AtmQl X, X, 2HE A7 stol| A ] ZF 7te] Hlgo tf-g =
SRR B4 oot NiE 2T D211 o] Tt No2RE F SIAEDH U U, AT A5
HHRTE A G AR stol Ao AAEAGS A4tk TS BY whEgi oA e B9
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2% ol B LeElo] & 4 g Aolth F, Kol A2 F €0 e FRE 1 G AFHREE
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£ 7ot R0 AQLYT WA, ASHREEI A A S| 2ETHY A T2 491 X,
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E(X,,|C;;) = E (max [0,C = ! aCy)
(X,C;j) = E (max {0, ,j+zij}|cij)_cij+aexp(- > )_. 2(Cij). (4.1)
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Figure 4: Conditional Expectation of X;;. Black curve represents g(C;;); red curve represents Ci;.
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Algorithm 1 Framework for parametric bootstrap test

1: procedure ParaBoor (Xi, X, a;, a;, B)

' w2 wm (-Eg) _om(X14%)) oM . .
2: T = ZiZI ijl —jE,'jj where Etj = —n:{HQZJ , n;= ZjZI X’J L= 1,2, J= 1, .o .,M
0, ifx; <1
a;
3: Cij=3g"'(X;)), if al < Xij < kij(a;)  where  k;j(a;) = arg Hclin Cij— g(C,v_,')' <5
i ij

Xij, otherwise
4: 1’\7, = [Zﬁl CA';] , |x] = (nearest integer from x)
o N;
. =~ _ Ci+C
6 Po=gFoR,
7: for b € [B] do
8: Generate U, and U, from Multinomial(ﬁi, pAO)
9: Y;; = max {0, U;; +Z,-j}, where  Z;; Lid Lap((%)
- _E)? N: Y.+ Y
10: T, = Z?:l Z?ﬁl (YUE#, where Eij = M
v Ny + N,
11: P-value = 35 | 122D
return P-value
B times

Test
Statistic P-value

ﬁ'__J

Calculate
N;, Do

Laplace
error

Test
Statistic

4.2. 323} 0j20| 017 Hlo|E{ofo] 2L

o] oA gt} nl=ro] AP W QI 2L Hlo|HE o]-§sto] Aokt A4 R o] 45S =elstara) gt
ot A7 7IE2 Al 159 @77 dojube SHE ] SAIoF A =lolh. Akt A4 W
oA 2 Al 1& 257 SHET} A A H-2 Algorithm 2 RejectRate &1 2]Z 2] W ¥} Figure 6.2
o7t &2 F3to]l MY 7 S| AE I, A9t Bl Hivt A4 AR S AAskAL WA, Ao F =
F7F NZF HEE bR B2 AR A0S G CoEtal o1, 2ol A5 RE S E A 87t ARE
X, X2k ar g o) bt Z1ejH, oFo] Aof A ARl uhet o] X, i X, W2 o8-8k N ot 75714 stefl A 9]
R E B9l poE FASHL P-valueE A4 & Qlot. o] off, REoF A9} B7} R 7F QT P-valueZ}
0.05K o} 2H2 3-9-= A 159] /& R Zlo] 2 & 1,0007] 9] P-value Z 0.05H T 242 H|-&5 A4tsto] A
1% 279 &2 AMS & ot Jo=, AMd2 A9 B #3271 @3 thA P-valueZ} 0.05H ot 2 739+
A 2%9] @ 55 Het Ao|ct wrekA A A 1000 HHESEe] .2 1,000712] P-value 5] 4] 0.05.c}
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Algorithm 2 Calculate the error rate

procedure REJECTRATE (A, B, a, a3, N, B)
2: for k € [1000] do
Generate C, and C, from Multinomial(N, p;) where p, and p, are the proportion of A and B.
4: X;; = max {0, Cij+ Z,«j}, where Z;; b Lap(é)
P —value; = PsraBoor (X1, Xz, a1, @, B)
6 Rate = ]ig?o I(P—vallggé<0,05)

return Rate

> Type 1 error under H, or Power under H,

1000 times

( B times
[ :‘
Generate -
Histograms Laplace Test Calculate Laplace e_St_ | Calculate
from error Statistic N;, bo error Statistic P-value Error rate
Multi(N;, p;)
k ‘

Figure 6: Framework to measure performance of the test.
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Table 1: The size of population

America Korea Central Noncentral
N 332,599,000 51,349,259 25,675,740 25,673,519
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Figure 8: Differentially private Distribution of populations.
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Figure 9: Type 1 error rate for chi-square test.

Figure 102 AEA A|otet B2 HEAEMS o] 2% 79-0] 7] 1£ o7 &5 Uetd Agolth
ZF oA A P2 FOF 5%l M 9] Al 15 oF gHE 0 A2 572 37’ Zloltt. Figure 93} H]

o
7}
e o =oll HA Al 15 277 SAEL d5S & 5 Ak 59, 73] ATt 867l = war et

pil



Comparing differentially private histograms 13

-]
o Alpha
=
2 -1
[
- - 01
g & 001
>
2
1000 5000 10000 50000 1e+05  5e+05  1e+06  5e+06  1e+07
Number of sample
(a) M = 86
0.09-
]
[ Alpha
s
2 - 1
[
- - 01
[
I - 001
>
s
0.00-
1000 5000 10000 50000  1e+05  5e+05  1e+06  5e+06  1e+07
Number of sample
(b) M =18
0.09-
-]
© il L Alpha
c L
2o006- 4 - 1
5 ¢ i
- T - 01
(o] 4
2 “/AL\_‘:’%/{\{ T .
Foos- T == ==
0.00-

1000 5000 10000 50000 1e+05  5e+05  1e+06  5e+06  1e+07
Number of sample

(c) M=9

Figure 10: Type 1 error rate for parametric bootstrap test.
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Figure 11: Power for parametric bootstrap test.
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Figure 12: Error rate for parametric bootstrap test with different level of differential privacy.
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